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Abstract: This article is devoted to the study of the brand digital security and its impact on 
the business processes of hotel businesses. The emphasis is on the fact that digital 
communications as key drivers of the sales system create increased risks to the security of 
the hotel business. The cost markers of hotel brands, operating in the market of hotel services 
of Ukraine in the dynamics of the pre-quarantine and post-quarantine periods are estimated. 
The structure of the capital’s hotel services market by categories and price segments has 
been studied. There are described the factors related to the formation of the system of 
protection quality of content and information at different levels of formal and informal 
communications, necessary for providing digital security of the hotel brand. There are 
offered possible ways to increase the level of digital security based on the implementation of 
cyber resilience tactics in hotels, based on brand carriers and risk categories, as well as 
monitoring and control of informal communication channels. 
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Digitalna sigurnost hotelskog brenda 


Sazetak: Ovaj rad je posvecen prouéavanju digitalne bezbednosti brenda i njegovog uticaja 
na poslovne procese hotelskih preduzeca. Akcenat je na Cinjenici da digitalne komunikacije 
kao kljuéni pokreta¢i prodajnog sistema stvaraju povecane rizike po bezbednost hotelskog 
poslovanja. Procenjuju se odrednice troskova hotelskih brendova koji posluju na trzistu 
hotelskih usluga Ukrajine kada je u pitanju njihova dinamika u periodu pre i posle karantina. 
Prouéavana je struktura trziSta hotelskih usluga prestonice drzave po kategorijama i 
segmentima cena. Opisani su faktori koji se odnose na formiranje sistema zaStite kvaliteta 
sadrzaja i informacija na razli¢itim nivoima formalnih i neformalnih komunikacija koji su 
neophodni za obezbedivanje digitalne bezbednosti hotelskog brenda. Ponudeni su moguci 
nacini povecanja nivoa digitalne bezbednosti na osnovu implementacije taktike sajber 
otpornosti u hotelima koja se bazira na nosiocima brendova i kategorijama rizika, kao i 
pracenju i kontroli neformalnih kanala komunikacije. 
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1. Introduction 


Brand forming is an imperative for the successful operation and development of a business, 
which often becomes a working intangible asset and brings additional income, providing the 
commitment of consumers. Maintaining a positive brand reputation is a difficult task in 
today’s environment, particularly in cyberspace. After all, the main communications in the 
conditions of the pandemic lockdown and the war in Ukraine today have moved to the 
Internet environment (Prokopyuk & Chernysh, 2023). This situation provoked waves of 
cyber-attacks and cyber incidents (Upadhyay & Rathee, 2022). Therefore, to be an asset, 
brand communication platforms must become secure. In Ukraine, hotel chains are 
represented by both national and international brands that survived the difficult times of 
quarantine, and today are under the influence of constant physical threats of destruction and 
information wars as a result of Russia’s military aggression. This led to the cessation of 
tourist flows — sources of loading the room stock. Therefore, the relevant task in the current 
perspective is to work on strengthening and developing the brand, managing databases with 
customer-oriented remote service, as well as protecting the brand from various threats that 
cause reputational and financial losses. 


Oversaturation of information content, hybrid threat, cybersecurity, social engineering and 
digital transformation are manifestations of online communication that are progressing under 
the influence of pandemic quarantine. Until recently, the Internet was a promising 
information application, and today it often becomes a source of risks and a tool for the most 
powerful manipulators that can harm the brand (Odarenko & Vasylyshina, 2023). Therefore, 
the identification of threat sources and potential risks, brand security management is an 
urgent tactical and strategic task for economic entities, including the hotel business. 


Thus, the main goals of the research are to formulate the definition of “digital brand 
security”, to identify and categorize cyber risks, as well as to form approaches to ensuring 
the security of the hotel brand in today’s realities. 


2. Literature review 


With the transition to a new reality in the relations of brands with consumers and 
stakeholders, that is, to online communications, cyber security issues become the focus of 
scientific research and practical insights. The main activity in the academic field falls 
precisely on the COVID frame time. Thus, opportunities, which mean threats in the process 
of accelerating digital transformation, as well as the impact on cybersecurity are described in 
the works of Wilson (2020) and Kalamkar and Prasad (2022). A study of awareness and 
understanding of information security threats in the small business sector, as well as 
recommendations for the formation of proactive mitigation strategies, was demonstrated in 
his work by Neubukezi (2022). The security of data resources, which must be organized and 
at the same time characterized by confidentiality, integrity and availability, is characterized 
by Antczak (2022), Gawade and Shekokar (2022), Kése (2023), Mouloudj et al. (2023) and 
Sakhnini and Karimipour (2020). 


Regarding hotel brands, the impact of the pandemic is also covered widely enough in the 
scientific literature and is represented by studies of a regional nature by Ghazali and Ishak 
(2021) — Malaysia; Khasaia and Nana Kvirtia (2021) — Georgia; Choirisa (2022) — Indonesia; 
Coutinho dos Santos et al. (2023) — Portugal; Kanamura (2023) — Japanese and US and 
others. 


There is a dearth of scientific research on the cyber security of hotel brands during the global 
Covid-19 pandemic, and in particular military action. The articles of Arcuri et al. (2020) and 
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Gwebu and Barrows (2020) studied cyber attacks in the field of hospitality, while McCartney 
and McCartney (2020), Thomaidis (2022) and Verezomska et al. (2022) investigated the 
issue of cyber protection of hotel brands. With the development of artificial intelligence and 
its implementation in business management systems (Kése, 2023; Sakhnini & Karimpour, 
2020), the issue of cyber protection will be constantly updated and will require innovative 
approaches in managing the security of hotel brands. 


There are aspects of the hotel business as brand and security that are relevant for scientific 
development. Thus, the formation and promotion of the brand is quite a popular topic: 
branding issues are covered in the works of Faivishenko (2020), Karachyna (2017), Upshow 
(2015) and others. Peculiarities of brand communication support are reflected in the works of 
Ovsiienko (2021) and Shapovalenko (2013). In particular, the brand’s communication 
strategy in the digital space was the subject of research by Buryak (2019), who identified 
points of contact with the consumer in brand perception: advertisements, news, conversations 
with family and friends, personal experience, etc., while Kirnosova (2021) examined the 
issue of brand authenticity in the communication policy of the enterprise. During the 
pandemic lockdown and the beginning of the war in Ukraine, the digital space expanded, as 
did the number of points of contact between the brand and the consumer. At the same time, a 
large amount of information comes from channels that brand owners do not control (Buryak, 
2019). Therefore, ensuring the security of the brand is relevant today and requires special 
attention because you can lose consumer loyalty at the same time due to a cyber-attack, 
cyber incident, inadequate posting on social media, etc. In this perspective, important 
developments include studies by Sosnovska (2015), Tretyak and Gordiienko (2010), 
Zaichenko and Dima (2021), who studied theoretical issues of economic security of 
enterprises; Dovbnia and Hichova (2008) examined — the diagnostics of economic security of 
the enterprise, while Malyuk and Varypaieva (2019) and Sahirova (2021) discussed 
problems in ensuring the security of hotel and restaurant business services. 


These scientific sources allow a detailed approach to the theoretical basis and formulate the 
practical feasibility of this publication, which is the relevance of identifying and categorizing 
risks to ensure the brand and approaches to the brand security management. The transition to 
digital relations, accelerated by pandemic quarantine and exacerbated by the war in Ukraine, 
has created many threats to business security, including reputational and financial losses. The 
number of cyber-attacks and cyber incidents that the hotel management has to deal with on 
its own has increased because such crimes often remain unsolved. Given that brands in the 
domestic hospitality industry have been actively developing and have positive prospects after 
the occupation attacks, despite the risks of destruction of property assets, protecting their 
intellectual property becomes a strategic task of the hotel management. For theoretical 
research on brand security, it is necessary to determine the key categories and concepts that 
form the basis of research. 


Contamination of the term “brand security” involves consideration of its individual 
components: brand and security. Linguistically, a brand is defined as a marking, a way of 
identifying products (Karachyna, 2017). Practical approaches demonstrate the following 
points of view on the brand: for marketers — a set of product qualities that make each 
purchase offer unique and recognizable; for strategists — a way of managing the relationship 
between the organization and its target audience (Web-promo.ua, 2022). 


Many scientists tend to interpret the brand as a trademark that has already gained popularity, 
embodies the trust of the buyer through the right marketing strategy, etc. (Table 1). 
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Table 1: Semantic analysis of the concept of “brand” in the scientific literature 
Author Brand — is ... Key characteristics 
a special name or symbol intended to identify the goods or 
Anholt services of one seller or a group of sellers, as well as to 
(2007) differentiate these goods or services from similar products 
of competitors 
a name, term, symbol, image or combination of these 
Brubaker et elements, designed to identify goods or services of a Differentiation and 
al. (2014) particular manufacturer and differentiate them from identification 
competitors 
a set of a name and other features (brand identity, logo, 
rer slogan, symbol, corporate identity, etc.) of the company or 
(2022) its products, forming a holistic image that determines their 
differences from competitors in the perception of potential 
consumers 
Ogilvi elusive set of product qualities, its name, packaging and Identification and 
(2007) price, its history, reputation and methods of advertising advertising 
icaace a consistent set of functional, emotional, psychological and | Emotional impact on 
(2003) social promises to the target consumer that are unique and consumer needs 
meaningful to them and best meet their needs satisfaction 
Kapferer a name that influences the behavior of market buyers, Emotional consumer 
(2017) becoming a criterion for purchase choice 
Tambeth & the result of communicative influence, which is in the The result of 
creation of a unique and attractive image of the object of communicative 
Badyn (2015) ; ; 
consumption influence 
’ : deat of : differentiated brand 
successfully differentiated brand, which in the minds of : 
Zozulyov & ; . P : that creates high 
consumers is associated with certain advantages and 
Nesterova : sayin : loyalty through the 
benefits, clearly distinguished from competing brands and : 
(2018) ; : benefits and 
characterized by a high level of loyalty from consumers 
advantages 
intangible but critical to the organization component that it | Intangible contract, 
Davis et al. owns, and is a kind of contract with the consumer about which confirms the 
(2002) the level of quality and value received by them, inherent in | quality and value of 
the goods or services of this organization the product 


Source: Compiled by the authors 


The concepts presented in Table | allow us to formulate a complementary definition of a 
brand: an intangible asset that identifies the value of the object (location, business, product, 
etc.) through communicative influence on the consumer, forming his a priori or a posteriori 
inclination (loyalty). The hotel brand is an image of the expected comfort and atmosphere in 
the premises (lobby, room, restaurant, etc.) and a certain level of service, which is confirmed 
by its category and consumer experience of online audiences (reviews on the site, reviews, 
social media, distribution platforms). etc). Regarding the term “digital security”, comparative 
studies, according to scientific sources (Table 2), show a fairly wide range of meanings. 


Contamination of the structural elements of the presented approaches (Table 2) allows us to 
interpret digital security as a set of measures to protect, defend, prevent and neutralize threats 
to the subject from the likelihood of harm, damage to its interests and property during using 
cyberspace. 
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Table 2: Comparative analysis of the concept of digital security 


i tructural 
Source Definition etuchird 
elements 
Safety —is ... 
‘ : reer securit 
things that are done to secure someone or something; a situation in Pines f 
Cambridge | which something is likely to fail or be lost; self-confidence and the salable 
dictionary | situation in which you are; protection of information from theft, face fees 
used illegally or illegall ce 
gary gay protection 
Malyuk & : absence of 
on absence of any kind of danger and threat that can cause 
Vanes unacceptable damage (damage) ean wc 
(2019) P . 7 threat 
' ‘ . : : as a state when 
Tyhiy captures the dominant way of existence of the object as a state in ; 
: : : there is no 
(2016) which someone, for some reason is not in danger 
danger 
Industrial safety —is ... 

National protection from 
standard of | protection of life, health of workers and other people and / or | the influence of 
Ukraine- property from the influence of harmful and dangerous production harmful and 

DSTU 2293 | factors dangerous 
(2014) factors 
Economic security — is ... 
, effective 
Dovbnia & ae : : een me 
ee An ability of the enterprise to effective functioning (now) and functioning 
successful development (in the future) and 
(2008) 
development 
universal category that reflects the security of the subjects of socio- : 
Sosnovska : : : security of 
economic relations at all the levels, starting from the country to : 
(2015) wag subjects 
each of its citizens 
Tretyak ; : ; ; ae Gag te transformations 
yi = transformations aimed at improving the functioning of individual . 
Gordiienko : : ae aimed at 
enterprises, their associations and entrepreneurs ; 
(2010) improvement 
Informational security — is ... 
public relations on the creation and maintenance of the regime of | a set of measures 
Rohova information systems, telecommunications systems; a set of |to protect, defend, 
(2020) measures to protect, defend, prevent and overcome natural and prevent and 
socio-genic threats overcome threats 
Cyber-security —is ... 
protection of vital interests of people and citizens, society and a the state of 
Sat country during the use of cyberspace, which ensures sustainable interest 
ising development of information society and digital communication protection 
environment, timely detection, prevention and neutralization of real during using 
and potential threats to national security of Ukraine in cyberspace cyberspace 
protection against viruses, hacker attacks, data forgery, which can protection 
Indevlab | apart from deleting / stealing data, but also affect the work and | against viruses, 
(2022) productivity of employees, use information against a person or | hacker attacks, 


structure, and stop production 


data forgery 


Source: Compiled by the authors 
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3. Results and discussion 


Brand safety is ensured by a set of measures, the main task of which is to protect the brand 
from the information environment that negatively affects its image and mission: mentioning 
the hotel in content that contradicts its policy and corporate culture, etc. This challenge 
requires online marketing activity in an environment that is compatible with the brand and 
promotes its values. The biggest reputational threats posed by the Internet environment 
concern well-known brands. Cybersecurity experts note that hackers are targeting large 
corporations, with online fraud increasing by 12% year-over-year, including loyalty 
programs, by 89% (Edgedefense, 2023). Information attacks, hacking of online platforms 
and databases are initiated and carried out by both competitors and criminals for the purpose 
of blackmail or other fraud. In addition, the hacking of customer databases and their accounts 
is aimed at seizing customer funds, the hotel brand itself, spoiling the hotel’s image and 
reputation as a partner. Indeed, in 2018, Marriott announced a security incident in its guest 
reservation database. The unauthorized access to the database, which contained guest 
information, took place between 2014 and 2018 (Marriott, 2018). Loyalty and rewards 
programs are vulnerable for hotel brands because the hotel operator must constantly protect 
these rewards and loyalty accounts from hacking and theft by cybercriminals. 


A separate point is the imitation of the website (brand book) of the hotel brand. To this end, 
it is important to study the top brands that have a significant customer base and significant 
cash flows — which means that they are the targets of cybercrimes and require the 
development of cyber protection and insurance measures. In particular, bright representatives 
of hotel brands are international hotel operators. According to the annual report on the most 
expensive and strongest hotel brands in the world (Brandirectory, 2021), the TOP-5 rating 
scale for the past 6 years looks as follows (Figure 1). 


Figure 1: Dynamic ranking map of international hotel brands, 2016-2021 


2021 2020 2019 2018 2017 2016 
= Hilton m Hyatt = Holiday inn = Hampton Inn m Marriott 


Source: Brandirectory (2021) 


The analysis shows that in 2016-2021 the top positions of the rating do not change, which 
indicates the stability of hotel operators in the world market. Hotel brands Hilton and 
Marriott remain the undisputed leaders, although the Covid-19 period significantly reduced 
their positions in 2021. The Standard & Poor’s Credit Score Survey shows a rating of hotel 
brands, with the highest AAAs being those with the highest quality financial obligations and 
the highest level of bond reliability. Accordingly, in value terms, Hilton retains the status of 
the most expensive hotel brands in the world (Table 3), despite the loss of capitalization by 
30% compared to 2020. 
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Table 3: Evaluation markers of brands of international hotel operators for 2018-2021 


Rating Brand Brand evaluation Years 
in 2021 name parameters 2018 2019 2020 2021 
1 Hilton value, billion dollars 6,330 8,023 10,833 7,610 
credit scoring AAA- AAA- AAA- AAA- 
5 Hyatt value, billion dollars 3,512 3,677 4,532 4,695 
credit scoring AA+ AA AA AA+ 
3 Holiday inn value, billion dollars 3,292 3,945 4,496 3,776 
credit scoring AAA AAA AAA- AAA- 
4 Hampton | value, billion dollars 1,784 3,182 3,871 2,863 
Inn credit scoring AAA- AAA- AAA- AAA- 
. value, billion dollars 5,464 5,039 6,028 2,408 

| Marriott - - 

credit scoring AAA- AA+ AA+ AAA- 


Source: Brandirectory (2021) 


Therefore, the hotel brands in question remain the focus of cybercrimes. In total, the cost of 
the world’s 50 most expensive hotel brands fell by 33% ($ 22.8 billion) as a result of the 
pandemic. The Hyatt brand is the fastest growing in the TOP-10 and one of the two brands 
that recorded an increase in its value by 4% (Figure 2). 


Figure 2: Dynamics of the value of international hotel brands, 2016-2021 


Hilton Hyatt Holiday Inn HamptonInn Marriott 


Source: Brandirectory (2021) 


However, despite the pandemic crisis, the need to protect customer databases, loyalty and 
rewards programs, as well as the financial accounts of hotel brands still remains a priority for 
the management of hotel operators and the hotels that are part of their network. After all, the 
popularity of the brand is information for criminals that there is a significant financial benefit 
in case of hacking. 


It should be noted that hotel operators shown in Figure 2, in addition to Hampton Inn, are 
represented in the hotel market of Ukraine, including the capital. Evaluating the hotel 
services market of the capital of Ukraine as the most economically attractive, it should be 
noted that there are some significant financial losses due to the pandemic quarantine over the 
past two years, but, nevertheless, it is less than in most of the larger European cities. Thus, in 
Prague, hotel occupancy in 2020 fell by an average of 4.6 times per year, in Warsaw — by 2.7 
times, in Geneva — by 2.6 times, in Kyiv — by 1.9 times (Artbuild, 2021). However, the start 
of a full-scale war in Ukraine created a springboard for information attacks and hacking 
aimed at destroying the country’s economy, in particular by destroying brands. Therefore, 
studying the listing of hotel brands in the capital of Ukraine is an urgent issue in the 
formation of cyber protection, in particular at the national level. Today, the Kyiv hotel 
market is represented in various price segments (Figure 3). 
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Figure 3: The structure of the hotel market in Kyiv by category and price segments, 2021 


10% 2% 12% ™ Budget m5* m4* 93% 92* m1 
1% i = Economy 
= Midscale 

= Upper midscale 


14% 


= Upscale 


= Upper upscale 
14% = Luxury 


Source: Artbuild (2021) 


Among the presented categories, in particular 3-, 4-, and 5- star hotels, there are domestic 
brands, represented by both chain and autonomous hotels. Among the chain ones, we should 
mention Premier Hotels and Resorts, Reikarts Holes Group, Black Sea Hotels Group, Royal 
Hotels and SPA Resorts, “7 days”, which include brands differentiated by the level of 
comfort and regional distribution. If autonomous hotels personally take care of brand 
security, then for chain hotels it is a complex task, which consists of both individual and 
complementary brand security. 


To form approaches to managing the security of the hotel brand, consider its components — 
potential sources of threats (Figure 4). At the same time, summarizing the image of the hotel 
product, its concept can be reflected as a four-dimensional adapted structure. In particular, 
formal communication channels are structured in the hotel services market by the hotel itself 
and with participants in economic interaction, including informing and consulting, 
influencing the creation of the concept of brand functionality. Informal — consumers, 
bloggers who form the social, emotional and mental values of the hotel product. 


Figure 4: Sources of communication support for the hotel brand 


Hotel brand 


values: quality, 
safety, complexity 


comfort, safety, effective 
organization of leisure 


product, package offer certain social group 
a 


The site of the hotel Blog 


Hotels’ own pages on social media, Customers’ personal experience 
blogs 


The reviews of customers 


Messengers and chat-bots (WhatsApp; Distributi latf 
Viber; Facebook; Telegram; Twitter etc.) TSP UHON DIAUCHns 


Tour firms and social organizations 


Applications ae 


Source: Authors’ research 
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The above allows us to state that the digital security of a hotel brand depends on the quality 
of the content and information protection system at various levels of formal and informal 
communications. We summarized the processed information and systematized protection 


levels by protection objects (Table 4). 


Table 4: Levels and objects of protection in the digital security system of the hotel brand 


communication 


Objects of : we 
se Protection levels Characteristics 
protection 
P : | fire safety systems, control of the critical infrastructure of 
Physical security Sas ae 
(preneeion oP the hotel building (electricity, water, energy supply, etc.) 
P and access to the hotel by third parties; 
property and ‘ ; 
wales) L- electronic (mobile) keys to hotel rooms; systems of 
, protection of property and values of consumers 
I-_ system of protection of consumer profiles, information on 
Security of personal _ the status and peculiarities of the stay of guests, etc.; 
data (protection of |- protection system of financial online transactions, 
Consumer guest privacy) personal accounts and electronic wallets, including 
interests cryptocurrencies 
— reliability of available information online and offline on 
sales channels; 
— CRM-platforms - systems of interaction with consumers; 
Security of — established system of geoanalytics, geoservices and 


geomap; 
complex service of feedback and NPS like Revision; 
customer-oriented support (chat-bots, messengers, social 
networks) etc 


Systems and 
resources of the 
hotel’s internal 

environment 


Security of 
property and 
values of the hotel 


internal system of protection and intrusion protection; 
automated systems of accounting for the movement and 
reporting of tangible assets in different departments. 


Financial security 


system of protection of internal confidential information 
on the current financial condition, data transmission of a 
commercial nature, etc. 


Informational — anti-virus data protection databases on internal servers; 
security — protection against hacker attacks 
— coordinated functioning of the internal property 
management system (Internal Property Management 
System) with the network of distributors of hotel services; 
Security of the|— established communication system on various platforms 


hotel product sales 
system 


of aggregation of hotel services (OTA - online travel 
agents, IDS - Internet distribution systems, ADS - 
alternative distribution systems, GDS - global distribution 
systems (Amadeus, Saber, Worldspan, Galileo) 
protection of the brand book (site) of the hotel 


Reputation and 


image security 


system of external communication with the mass media, 
society; 

monitoring of content about the hotel brand in the 
information space 


Source: Authors’ research 


Each interpreted component involves the identification of interested parties at a certain level 
of protection. Thus, the consumer’s interests include physical security (protection of property 
and valuables), which can be caused by cyber-interference in the hotel’s integrated security 
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system and giving criminals access to rooms, hidden cameras, safes, etc. Security of personal 
data, as already mentioned earlier, discloses commercial (current and card accounts, 
blockchain and electronic wallets, IP addresses, accrued rewards, etc.) and personal 
information about the hotel’s customers, partners and beneficiaries (owners). This 
information can lead to money theft, data corruption, blackmail, etc. 


The increase in demand for information from all parties (hotel brands, their customers and 
stakeholders) has drawn attention and raised concerns about security, as noted by many of 
the scientific studies we reviewed (Arcuri et al., 2020; Gwebu & Barrows, 2020; Ncubukezi, 
2022) The digital dependency created by online communications facilitates attackers to 
exploit vulnerabilities in every sector (Kalamkar & Prasad, 2022), including the operation of 
hotel brands. Therefore, the determinant of the cyber security of a hotel brand is its internal 
business processes and communication platforms. 


The results of our research in the academic field showed that a pandemic crisis, multiplied by 
a military one, destabilizes the work of hotel brands at various points of contact in the 
communication process (Prokopyuk & Chemsysh, 2023; Ulynets, 2022): 1) staff as a bearer 
of the brand in a crisis situation do not have coherent position and script for response and 
action, and therefore can spread misinformation and rumors; 2) partners and counterparties 
who do not understand internal processes in the hotel may refuse to cooperate; 3) media 
workers and the public, who can spread unreliable data, unsupported by comments and facts; 
4) clients with whom communication can be completely lost. Therefore, the intellectual (in 
particular, informational) resources of the hotel brand, which are its property and 
communication tools, need cyber protection. And in the difficult crisis situation that the 
market of hotel services of Ukraine is experiencing today, the effective use of digital skills 
turns out to be a factor of sustainability (Bondarenko, 2021) of the hotel brand. 


The application of the specified objects and risks requires the creation of a “layer” that will 
ensure cyber-protection of the hotel’s digital security through the creation of 
countermeasures (insurance, withdrawal of assets to a safe digital/financial zone, etc.) and 
tools (antivirus, anti-hacker and other services and protection platforms). This allows us to 
state that the digital security management of the hotel brand will be aimed at achieving 
protection of the brand from possible reputational and financial threats and stress, provided 
by constant monitoring and controlling the communication process in particular information 
and cyber environment, business partners, etc. (Figure 5). 


Figure 5: Model of digital security management of the hotel brand 


Threats to the digital security of the hotel brand 


A V ™ 


targeted attack, promoting 


a targeted attack 
T T 


cyber incident non-targeted attack 


Reputational losses 1 Financial losses and 


Brand security management 


Risk Risk Development of reactive Monitoring and 
prevention insurance actions to threats elimination of threats 
Source: Created by the authors 
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Solving this current problem of digital security involves creating a favorable business 
environment, ensuring consumer loyalty, preventing conflicts of interest, distribution of 
managerial powers, etc., as well as a rapid response to new environmental challenges (war, 
pandemic, innovation, increasing the role of human intelligence, globalization of the 
economy). Digital brand security management of the hotel brand is required through 
innovative digital methods and social technologies. 


At the same time, risk prevention consists of their identification and categorization. Yes, they 
are divided into the following groups: business, organizational and technical (Mukherjee, 
2019). 


Business risks (or business process risks) are associated with economic activities and, when 
incurred, reduce the financial benefits and value of the brand, provoking financial losses. 
Organizational risks, in turn, are related to the hotel staff, as insufficient experience in cloud 
technology and cyberspace in general can lead to serious business disruptions. A separate 
point should be noted — organizational issues of the operational context of the hotel as a user 
and cloud provider. Technical risks include problems that may arise when interacting with 
cyberspace: the impact of malicious code on the cloud platform, attacks at the hypervisor 
level, data leakage, system failures or unauthorized transmission, and so on. In particular, the 
loss of privacy for the hotel will also mean reputational losses, which are almost impossible 
to recover. 


In light of of recent events in Ukraine, we propose to identify more information and military 
risks. Many brands have left the Russian market amid strong international sanctions, 
condemning the war. Currently, there is no information about hotel brands and their motives 
in the Russian market, but, for example, Booking.com and Airbnb no longer allow you to 
search for and book accommodation in the Russia (Zaborona, 2022). Moreover, they inspired 
the purchase of beds in Ukraine, directing the funds to humanitarian causes. As for support 
activities, a volunteer headquarters have been set up in Odessa at the initiative of the Ribas 
Hotels Group (2022), and the Reikartz Hotel Group (2022) is hosting guests in areas far from 
fire with heightened security measures. 


In view of the above, risk insurance is an important task of ensuring brand security, as 
insurance indemnities cover such hotel costs as (Mamonova & Pozdniakova, 2020): 
information security breaches due to viruses, destruction, modification or deletion of 
information, physical theft or loss of equipment; damage to software or computers; theft or 
destruction of information. In the event of a cyber-incident, there are costs for legal support, 
coverage of fines and penalties; legal costs related to liability for hacking a database of 
confidential information. In the case of phishing and karting technologies, which resulted in 
the loss of funds and assets of the hotel, prevention tactics (competent management of 
protection systems), insurance and rapid response to recover reputational and financial losses 
are also possible. Given the above areas of digital security management, we offer to 
implement in the hotel brand (personal, umbrella, individual) tactics of cyber resilience, 
based on brand carriers and risk categories (Figure 6). 
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Figure 6: Complementary tactics of cyber-resilience of hotel brand carriers 


Personal brand: | Umbrella brand: i Individual brand: 
owners, management, hotel operator and hotels quality of material and technical 
staff, brand ambassadors included in the network base, quality of hotel product, quality 


of management and marketing, etc. 


| Measures and actions for brand security management 


SZ 


Cyber-resilience | 


CYBERSPACE 


Source: Boyko (2010); Bovsh et al. (2021); Finansovaentsyklopediia (2021); Zozulyov & 
Nesterova (2018) 


Thus, the management of formal channels of communication is to form a model of tactical 
behavior of all participants influencing the brand: personal, network and individual content 
in cyberspace must match and relate to the values and corporate culture of the hotel and 
society as a whole. 


Regarding the management of hotel brand security through informal communication 
channels provides for the following actions (Koch, 2021; Ulynets, 2021): 


1) digital hygiene: reputational protection against contact with Russian and Belarusian 
channels (consumers, marketplaces, etc.), placement on their own channels only 
verified and reliable information, etc.; 

2) constant review and updating of brand security settings to prevent the display of hotel 
advertising alongside negative content, including Audience Network, Facebook and 
Instagram, etc.; 

3) content filtering and inventory, which gives an additional level of control over 
confidential content in instant articles and blogs Facebook, Facebook In-stream, 
Instagram In-stream and Audience Network; 

4) exclusion of topics for embedded videos on social media; 

5) exclusion of content types in partner platforms: stop showing Facebook In-stream ads 
in live videos, as well as those published by non-partners, but monetized by the owners 
of intellectual property rights; creating block lists that prevent advertisements from 
appearing by certain publishers, Facebook In-Stream videos, instant Facebook articles, 
In-stream videos on Instagram and overlay Facebook ads on Reels, etc .; formation and 
selection of publisher permission lists: Audience Network, Instagram In-Stream and 
Facebook In-stream, in which hotel ads are displayed; 

6) view and configure the lists of permitted content in the Brand Safety Controls interface 
to control information messages in terms of ensuring the authenticity and 
confidentiality of certain data; 

7) view reports about the hotel information. 


Approbation of the proposed measures is confirmed by the practical results of the research. 
Thus, with the help of the resource SimilarWeb — the official tool for measuring digital 
space, analytics was developed to evaluate the websites of the TOP-5 hotel brands and 
determine their place in the system of informal communications, including service 
distribution (Table 5). 


Analysis of the sources of traffic on brand.com showed a high rating of consumer awareness 
of the websites of hotel brands, which ranges from 39.5 to 49.0%. The high level of 
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consumer trust in the hotel product requires increased attention to the development and 
protection of this communication channel. 


Undoubtedly, the COVID-19 pandemic has become an objective reality of the deteriorating 
situation in the hotel services market. However, most entities have used this time to innovate 
and deepen the digitalisation of commercial space. Digital technologies are implemented in 
the attributes of the hotel brand, the success of which depends, inter alia, on the quality of the 
system of protection of content, information and other values at different levels. The 
mentioned measures to ensure the digital security of the hotel brand are not exhaustive and 
are constantly updated in connection with the development of digital innovations: 
technologies, services and payment systems. Thus, digital security is formed from such 
components as people (brand carriers and stakeholders), technology (information, 
distribution, marketing) and business processes (communication, guest cycles, calculations, 
etc.), which in the cyber environment create innovative competence of the hotel brand — 
cyber resilience. 


Table 5: Website analysis of the TOP-5 brands of international hotel operators 


Site evaluation The name of the website 

parameters hilton.com | hyatt.com | ihg.com | hamptoninn.com | marriott.com 
Rating in the 
category 
Travel and 
Tawaeeal 8 14 9 n/d 4 
Accommodation 
and Hotels 
Traffic view 
Ha ists 25.60 9.96 14.96 nid 39.90 
million 
the average 
duration of page 00:05:17 00:05:37 | 00:03:55 n/d 00:05:06 
visits 
the average 
number of web 

: 5.11 4,49 4.28 n/d 4.54 

pages viewed per 
visit 
PSA OUCET || eae 42.81 42.63 n/d 43.70 
actions, % 
Traffic sources 
for brand.com 
direct 41.77% 39.54% 49.06% n/d 39.70% 
referral 6.37% 9.91% 12.59% n/d 10.72% 
Metasearch 44.57% 46.38% 34.08% n/d 39.28% 
Social media 1.07% 1.07% 1.21% n/d 2.09% 
Email 3.64% 1.93% 1.84% n/d 5.70% 
media 2.59% 1.17% 1.21% n/d 2.51% 


Source: Compiled by authors based on Similarweb (2021) 
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4. Conclusions 


The research showed the relevance of constant work on the hotel brand, which is exposed to 
risks, in particular in cyberspace. Therefore, the development of a scientific approach to 
digital brand security today is the basis for the formation of innovative tactics of 
management and development in today’s economic environment, when every careless 
response or post on the Internet becomes the beginning of the end for a business. 


The operationalization of the theoretical basis was carried out on the basis of approaches 
formulated in the scientific literature to the definition of the terms “brand” and “security”. 
Thus, digital security is presented in the research as a set of measures to protect, safeguard, 
prevent and neutralize the threats to the subject from the likelihood of damage, harm to his 
interests and property while using cyberspace. 


The meaningful characteristics of these definitions were formed, revealing the a priori 
probabilities of strengthening certain components of hotel brand security in general: people 
(brand carriers and relationship participants), technologies and business processes that shape 
communications, particularly in cyberspace. Based on these communications (formal and 
informal channels), proposals have been developed for managing the digital security of the 
hotel brand: risk prevention and insurance, reactive response to threats, monitoring and 
elimination of threats. 


Since the brand as a result of the communicative process consciously creates a unique image 
of a quality and valuable product and forms a lasting emotional attachment to a consumer, in 
the digital space, security will be aimed at protecting and preserving these values. 


The pandemic crisis has had a negative impact on the financial stability of hotels, leading to 
savings, including the use of cybersecurity consulting and outsourcing services and the 
retention of relevant staff. However, the greatest danger, including digital, is Russia's 
military invasion, which completely destroys urban infrastructure and tourist attractions - 
that is, Ukraine’s tourism potential in general. Therefore, the proposed measures for brand 
security management are the optimal tactics for risk protection of the hotel business in 
today’s conditions and promising for strategic foresight. 


The process of collecting and processing the research material encountered problems and 
limitations related to the practical lack of fact-finding on the results of the impact of the 
coronavirus pandemic on hotel brands in Ukraine. In addition, the escalation of the war time 
frame does not yet allow an objective assessment of the impact of information wars, in 
particular cyber-attacks and cyber incidents on Ukrainian hotel brands and those that 
remained operating in the aggressor country. In addition, due to military stressors that create 
obstacles in direct communications with hotels, carry out tests of proposed cyber security 
measures. Further research is possible in the post-war period and will include the study of 
effective practices and examples of resistant strategies and tactics of Ukrainian hotel brands 
in countering cyber threats. It is also promising to study the impact of artificial intelligence 
on the cyber security of hotel brands and evaluate its role from a legal, economic, social and 
ethical point of view. 
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